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Abstract

The increasing consolidation of functionalities into high-performance
Electronic Control Units (ECUs) has increased the variability of
computational workloads in modern automotive systems, especially
in architectures based on the AUTOSAR Adaptive (AUTomotive
Open System ARchitecture Adaptive) platform. In critical scenar-
ios, transient peaks in Central Processing Unit (CPU) usage may
prevent the watchdog from being serviced within the expected time
interval, leading to ECU resets and temporary loss of availabil-
ity of embedded functions. This work proposes a proactive CPU
usage spike monitoring system based on extended Berkeley Packet
Filter (eBPF), through bpfirace, targeting Linux-based ECUs. The ap-
proach collects per-process execution samples at runtime, enabling
the identification of high-load situations without modifying the
kernel, scheduler, or monitored applications. The feasibility of the
proposal was evaluated through a proof of concept on Arm Virtual
Hardware (AVH), using Ubuntu 24.04 on a 64-bit Arm architecture,
considering three workload levels representative of a consolidated
ECU. The results indicate that the monitor distinguishes normal
operating regimes from sustained peak-load situations, with low ob-
served overhead. The approach shows potential as an observability
mechanism to support the early detection of overload conditions as-
sociated with watchdog-triggered resets in Linux-based automotive
platforms.

Keywords

Automotive Embedded Systems, Linux-based ECUs, CPU Usage
Spikes, eBPF, AUTOSAR Adaptive, Watchdog Monitoring

1 Introduction

The intensive use of computational resources in Electronic Control
Units (ECUs) is not a new problem in the automotive domain. In
traditional architectures based on AUTOSAR Classic (AUTomotive
Open System ARchitecture Classic), scenarios have already been
observed in which the load of the Central Processing Unit (CPU)
varies according to system behavior. In powertrain applications, for
example, industrial patents document a direct relationship between
the increase in engine speed (Revolutions Per Minute, RPM) and
the growth of the ECU computational load [4, 5]. This behavior
shows that, even in more static architectures, CPU load may affect
the execution of critical tasks.

With the increasing complexity of embedded functionalities in
modern vehicles, such as autonomous driving, Advanced Driver As-
sistance Systems (ADAS), and connectivity, this problem becomes
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more significant. The consolidation of multiple functions into high-
performance ECUs, supported by platforms such as AUTOSAR
Adaptive, general-purpose operating systems, and multicore pro-
cessors, has become a central characteristic of Software-Defined
Vehicles (SDVs) [6]. In this context, load variability is no longer
associated only with physical events, but also emerges from concur-
rent service execution, function consolidation, and communication
bursts.

In critical scenarios, transient CPU spikes may prevent the watch-
dog, a supervision mechanism periodically reset by the software
to indicate correct system execution, from being serviced within
the expected interval, leading to an ECU reset [8, 11]. Although
the watchdog is a recovery mechanism, it does not prevent the
conditions that lead to the failure. A reset during vehicle operation
represents an immediate loss of availability of embedded functions
and may simultaneously affect multiple critical services in con-
solidated ECUs. Therefore, monitoring only the post-reset state is
insufficient; it is necessary to observe, at runtime, the signals that
precede this behavior.

In industrial practice, the investigation of watchdog resets is often
hindered by the loss of the execution context preceding the failure.
Consequently, integration, verification, and diagnostic engineers
frequently depend on incomplete logs, trace captures, or costly
laboratory reproductions to perform root cause analysis. In con-
solidated Electronic Control Units, where multiple services share
the same computational resources, this task becomes significantly
more challenging.

Recent studies have associated the extended Berkeley Packet Fil-
ter (eBPF) with efficient observability applications in embedded
systems, including automotive platforms [7, 12]. As a continuation
of this line of work, this paper proposes the use of eBPF, through
bpftrace, for proactive monitoring of CPU spikes in Linux ECUs,
with a focus on AUTOSAR Adaptive architectures. The proposal
was evaluated through a proof of concept on Arm Virtual Hard-
ware (AVH), considering different computational load levels, and
the results indicate that the approach distinguishes normal opera-
tion from spike situations with good temporal resolution and low
overhead.

The main contributions of this work are: (i) the characterization
of the problem of resets associated with transient CPU spikes in
consolidated ECUs; (ii) a proactive monitoring architecture based
on eBPF; (iii) a proof of concept with quantitative evaluation; and
(iv) a discussion on the applicability of the approach to AUTOSAR
Adaptive and the challenges of extending it to AUTOSAR Classic.

The remainder of this paper is organized as follows. Section 2
presents the technical background. Section 3 discusses the related
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work. Section 4 describes the experimental methodology. Section 5
presents the results, discusses limitations and future work.

2 Technical Background

2.1 AUTOSAR Classic and AUTOSAR Adaptive

AUTOSAR Classic was designed for Electronic Control Units (ECUs)
with predominantly static configurations, targeting embedded func-
tions with deterministic requirements and strong hardware inte-
gration. In this model, software components, tasks, signals, and
communication mechanisms are mostly defined at design time,
favoring predictability and control over execution.

AUTOSAR Adaptive, in turn, was conceived for more dynamic
and computationally intensive automotive applications. These plat-
forms run on general-purpose operating systems, such as Linux
or QNX, and adopt a service-oriented communication model. This
architecture is suitable for functionalities such as Advanced Driver
Assistance Systems (ADAS), connectivity, and applications associ-
ated with Software-Defined Vehicles (SDVs), but it also introduces
greater concurrency among processes, shared resource usage, and
variability in temporal behavior [6].

2.2 Watchdog and Relationship with CPU Load

The watchdog acts as a supervision timer that must be periodically
reset by the software. When this reset does not occur within the
defined interval, the system interprets that an execution failure
has occurred and forces the reset of the Electronic Control Unit
(ECU). In the context of this work, the relevant point is that this
timeout may occur not only due to permanent hangs, but also
due to transient overload situations, in which the task or context
responsible for servicing the watchdog does not receive enough
execution time.

Industrial platforms, such as OpenECU, indicate CPU load anal-
ysis as part of the investigation of watchdog-related resets, while
industrial studies point out limitations in the quantitative eval-
uation of the conditions that lead to its activation [8, 11]. This
relationship motivates the use of observability mechanisms capable
of recording overload signals before the reset occurs.

2.3 Observability with Extended Berkeley Packet
Filter

The extended Berkeley Packet Filter (eBPF) is a Linux kernel technol-
ogy that allows verified programs to run in kernel space without
modifying the source code of the operating system or applications.
Through kernel instrumentation points, such as scheduling events
and system calls, eBPF programs can collect execution and perfor-
mance metrics with low overhead.

bpftrace is a high-level tool for creating scripts based on eBPF,
enabling dynamic instrumentation at runtime. In the automotive
domain, recent studies have explored eBPF and bpftrace for la-
tency measurement on 64-bit Arm platforms and for optimizing
the processing of Scalable service-Oriented MiddlewarE over IP Ser-
vice Discovery (SOME/IP-SD) packets [7, 12]. These results indicate
that the technology is suitable for observability in Linux-based
automotive platforms.
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3 Related Work

Related work associated with this study can be organized into two
main lines. The first includes approaches focused on load man-
agement and temporal predictability in multicore automotive sys-
tems. Techniques such as adaptive scheduling, static task allocation,
runnable optimization, and isolation policies among applications
have been proposed to reduce interference, balance load, and im-
prove deadline compliance [1, 3, 9, 10]. Although these approaches
are relevant for the design and sizing of automotive systems, they
usually operate at the scheduler level, depend on design-time deci-
sions, or require modifications to the system configuration. There-
fore, they do not directly address the continuous runtime obser-
vation of transient CPU spikes in already integrated Electronic
Control Units.

The second line includes studies that explore eBPF in Linux-
based automotive platforms. Thomeczek et al. use bpftrace for la-
tency measurement on 64-bit Arm platforms, while Lim et al. apply
eBPF and eXpress Data Path (XDP) to the processing of Scalable
service-Oriented MiddlewarE over IP Service Discovery (SOME/IP-SD)
packets [7, 12]. These studies demonstrate the feasibility of using
eBPF in automotive contexts, mainly for latency characterization
and communication optimization. Building on this foundation, this
work investigates the use of eBPF for proactive per-task load moni-
toring, aiming to identify transient overload conditions that may
precede resets in consolidated Linux Electronic Control Units.

4 Experimental Methodology: Proof of Concept

This section describes the proof of concept developed to evaluate
the feasibility of the proposed approach. The evaluation considers
the experimental environment, the generation of representative
workloads for a consolidated Electronic Control Unit, the eBPF-
based monitoring mechanism, and the data collection and analysis
procedure.

4.1 Experimental Environment

The experiments were conducted on Arm Virtual Hardware (AVH) [2],
a cloud-based 64-bit Arm emulation platform. AVH was selected
because it enables the execution of a complete Linux system on an
Arm architecture, approximating prototyping environments used
in embedded platforms, such as Raspberry Pi boards employed in
AUTOSAR Adaptive experiments. This configuration allows the
approach to be evaluated in a controlled and reproducible envi-
ronment compatible with the Linux-based monitoring proposal,
without requiring physical automotive hardware.

The instance used an Arm Neoverse-V2 processor with 2 cores, 4
GB of RAM, and Ubuntu 24.04 LTS with kernel 6.8.0-71. Monitoring
was performed with bpftrace 0.20.2, and auxiliary workload gen-
eration used stress-ng when necessary. Ubuntu 24.04 was adopted
because it provides eBPF support and offers a Linux environment on
Arm architecture suitable for an initial evaluation of the proposed
approach.

4.2 Representative Workloads for a
Consolidated Electronic Control Unit

To represent workload scenarios compatible with a consolidated
Electronic Control Unit, a Python script named outburst_sim.py
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was developed. The script comprises three computational functions
inspired by automotive applications: camera processing, sensor fu-
sion, and Vehicle-to-Everything (V2X) communication. The camera
function uses matrix multiplication as a CPU-intensive workload;
the fusion function performs floating-point operations; and the
V2X communication function performs data manipulation through
bit counting.

The functions were organized into three operating modes, each
lasting 10 seconds. The first mode represents a light workload, with
only the camera function active. The second mode represents an
intermediate workload, combining camera processing and sensor
fusion. The third mode represents a heavy workload, with cam-
era processing, sensor fusion, and V2X communication running
simultaneously. This last scenario approximates a transient spike
situation, in which the concurrent activation of multiple functions
may significantly increase CPU utilization, characterizing a con-
dition close to the point outburst situations described in industrial
performance analysis tools [13].

These workloads are not intended to fully reproduce the com-
plexity of a real automotive Electronic Control Unit. Instead, they
create a controlled progression of CPU usage. Therefore, the proof
of concept allows us to evaluate whether the proposed monitor can
distinguish different load regimes and identify execution windows
associated with transient spikes.

4.3 Proposed Monitoring

Monitoring was implemented with bpfirace, using periodic kernel
sampling events. The profile:hz:10 event was used to collect
execution samples at a frequency of 10 Hz, corresponding to one
sample every 100 ms. Every second, the interval:s: 1 event prints
the sample count per process and clears the counter map.

sudo bpftrace -e 'profile:hz:10 { @[comm] = count(); }
interval:s:1 { print(@); clear(@); }'

The collected metric corresponds to the number of times each
process was observed executing within a 1-second window. The
process of interest is python3, which runs the outburst_sim.py
script. Since the sampling frequency is 10 Hz, the per-second count
ranges, in principle, from 0 to 10 samples. Higher values indicate
that the process was observed executing in a larger fraction of the
samples, serving as an approximation of its relative CPU occupancy
during the monitored window.

This strategy was adopted because it is simple, non-intrusive, and
compatible with the objective of the proof of concept. The monitor
does not require modifications to the application code, scheduler,
or kernel, acting only as a runtime observability mechanism.

4.4 Experimental Procedure and Metrics

The procedure consisted of starting the bpftrace-based monitor,
sequentially executing the three modes of the outburst_sim.py
script, and recording the output in a log file. Each mode was exe-
cuted for 10 seconds, with a 1-second interval between modes. The
counts associated with the python3 process were then extracted to
compare the light, intermediate, and heavy workload scenarios.
The main metric analyzed was the number of samples of the
python3 process per second. Since the monitor operates at 10 Hz,
the alert criterion was defined as more than 7 samples per second,

SBES 2026, September 8-11, 2026, Sao Paulo, SP, Brazil

Table 1: Sample counts of the python3 process by workload
mode

Mode Functions Samples/s Spike
1 Camera 2-3 No
2 Camera + fusion  1-8; Occasional
3 Camera + fusion ~ 9-10 Yes

+V2X

equivalent to more than 70% of the samples in the window. This
threshold was empirically adopted to distinguish high-load situa-
tions in the proof of concept. The overhead was observed during
execution and remained below 2% of CPU usage, which is consis-
tent with previous studies on the use of bpftrace on 64-bit Arm
platforms [12].

5 Results and Future Work

This section presents the results of the proof of concept described
in Section 4, considering the sample counts of the python3 process
and the overhead observed during execution.

5.1 Workload Behavior and Spike Detection

Table 1 summarizes the per-second sample counts of the python3
process for the three evaluated workload modes. The values were
extracted from the log generated by bpfirace after the sequential
execution of the light, intermediate, and heavy modes.

In Mode 1, the python3 process was observed in 2 or 3 of the 10
possible samples per second, indicating low relative CPU occupancy.
In Mode 2, the count ranged from 1 to 8, with sporadic peaks above
the alert threshold, but without being sustained throughout the
entire interval. In Mode 3, the process was observed in 9 or 10
samples per second during almost the entire execution, consistently
exceeding the defined threshold and characterizing a sustained
spike condition.

The matrix sizes used in the camera function were 50x50, 100x100,
and 150%x150 in Modes 1, 2, and 3, respectively. The sensor fusion
and V2X communication functions had their number of iterations
adjusted according to the mode intensity, with a sleep inversely
proportional to the intensity to modulate the workload.

5.2 Monitor Overhead

The additional CPU usage associated with bpfirace was observed
using the top tool and remained below 2%. This value is consistent
with previous studies on the use of bpfirace on 64-bit Arm plat-
forms [12] and indicates low monitoring impact on the evaluated
environment. Thus, the proof of concept demonstrated that the
eBPF-based monitor distinguished the evaluated workload regimes
and consistently identified the sustained spike scenario.

5.3 Industrial Applicability

From an industrial perspective, the information collected by the
monitor can support both post-failure diagnosis and preventive
mechanisms. Before a reset occurs, sustained processor usage spikes
may be used to trigger diagnostic event logging or notify platform
management services. After a watchdog reset, the collected data may
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assist in identifying tasks or services associated with the overload
condition and support root cause analysis.

In practice, such information may support software integration,
validation, and diagnostic engineers during the investigation of in-
termittent watchdog resets, particularly in consolidated electronic
control units where multiple services share the same computational
resources. In an industrial deployment, the monitoring mechanism
could be integrated with state management services, onboard diag-
nostics, or graceful degradation strategies, enabling the platform
to react to overload conditions before a reset occurs.

5.4 Future Work

As next steps, we intend to validate the approach on real automotive
hardware, using workloads closer to AUTOSAR Adaptive applica-
tions, service-based communication, and multiple processes moni-
tored simultaneously. This validation should also consider different
sampling frequencies and the calibration of the alert threshold ac-
cording to the platform, task criticality, and watchdog supervision
period. We also intend to evolve the monitoring approach to sup-
port diagnostics and proactive actions by recording information
before reset, such as the active task, CPU usage, and scheduling
events, or by signaling management and controlled degradation
mechanisms. Extending the concept to AUTOSAR Classic remains
a possible research direction, but it requires alternative strategies,
since these platforms typically run on real-time operating systems
and do not natively support eBPF.

In an industrial deployment, this mechanism could be integrated
with state management services, onboard diagnostic frameworks,
or graceful degradation strategies, enabling the platform to react
to overload conditions before a watchdog reset occurs.

Artifact Availability

The artifacts of the proof of concept are available in the reposi-
tory https://github.com/LarissaPestana/CBSOFT26, including the
workload simulation, monitoring, and automation scripts, as well
as the raw execution log. These materials allow the experiments to
be reproduced in the AVH environment or on any Linux ARM64
platform with eBPF support.
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